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1
Decision/action requested

Agree on the proposals and way forward described under clause 4.
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3
Rationale
3.1
Arguments against proposals [3] and [4]
This contribution addresses the proposals in [3] (by Nokia, KPN and LGE) and [4] (by Qualcomm). All the referred proposals are related to the requirement in clause 5.8 on the risk for bidding down upon the introduction of new features. 
Comment 1 on [3]

In [3] it is argued that it is prudent to prepare for the support of a standalone SEAF already in phase 1. This is indeed in line with the SEAF agreement reached during the closure of the study. However, what is not clear is the bidding down problem since there is already a mechanism to protect the UE security capabilities against bidding down attacks. It is logical to expect that any support indications for new security features would be included in the UE security capabilities information element and protected from bidding down attacks using the NAS SMC procedure between the UE and a trusted network entity.
Comment 2 on [3]

Furthermore, [3] argues that implementing the feature set mechanism is generic enough to cover any new features but this is simply not in line with our ways of working. We do not speculate about future features. New features if any would be in scope of future releases and if they give raise to new security challenges then they have to be solved in scope of that release. In addition, as demonstrated in the following clauses, there is no need for any additional features to support the introduction of a standalone SEAF in future releases and re-using the current/legacy mechanisms would be enough.

Comment 3 on [4]

In [4], it is argued that the use of NAS SMC suffices but it is not clear why the network needs also to indicate which features it supports as well. Like [3], [4] does not justify why the legacy mechanisms are not enough and why the network needs to inform the UE about what features it supports. As demonstrated below, there is no need for that. On the other hand, if this is due to a new trust model where the serving AMF (end point of the NAS SMC) is not trusted, then this is a more serious change to the current trust assumptions. In addition, in case the network end point of NAS SMC (AMF) is not trusted, then this affects both the security of AS and NAS keys and the feature set is less of an issue. 
3.2
Security benefits of independent SEAF

In general, the security problem relates to the transfer of security keys between serving nodes. If the source and target nodes trust each other, then there is no need for special security measures besides securing the communications between the nodes. If the source node does not trust the target, then we need a mechanism for backward security. In case the target node does not trust the source node, then we need a mechanism for forward security. There are already mechanisms for this in AS security between gNBs. Backward security is realized by the derivation of the KgNB*. Forward security is realized by the NH received from the higher-level node (AMF). 
In 5G, we agreed on the introduction of a higher-level node called SEAF and we are basically mimicking the AS mechanisms to achieve backward and forward security. Observe that for backward security, the SEAF is not needed. Now for forward security, although we can always realize it by a rerun of the authentication at the target AMF, the use of a key stored in the SEAF would be more efficient. Therefore, the SEAF only helps to realize forward security more efficiently between AMFs.

3.2
Support of independent SEAF

The support of an independent SEAF is more of a serving network problem. The introduction of an independent SEAF would require changes to UE specification to support most likely a vertical key derivation indication in the NAS SMC and the key derivation steps unless of course we agree on supporting such functionality (on the UE) already in phase 1 but this is not the normal process. UEs supporting the new security feature will have a flag in the capability IE indicating that.
The mechanism would work as illustrated in Figure 1. Since the decision for a vertical key derivation is made at the target AMF, and the new KAMF is taken into use by a NAS SMC, there is no longer a threat of a MITM attack when the source AMF is compromised.
Observation 1: The introduction of an independent SEAF would require an additional capability in the UE security capabilities IE to distinguish between UEs supporting or not supporting vertical key derivation.
Observation 2: Activation of a new key obtained by a vertical key derivation can only be achieved between upgraded AMFs and UEs supporting the feature. The NAS SMC is most likely the appropriate procedure for that. Since the UE security capabilities are replayed back protected during NAS SMC, UE can detect bidding down.
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Figure 1: Support of independent SEAF via vertical key derivation indication in NAS SMC
3.3
Coexistence of phase 1 and phase 2 AMFs
Figure 2 below illustrates different mobility scenarios in a network where phase 1 AMF and phase 2 AMFs denoted by AMF+ are collocated. The main observation is that the target AMF(+) can always achieve forward security regardless of the key received from the source (same or generated by a horizontal derivation). In case of phase 1 target AMFs, this is achieved by an authentication procedure. In case of phase 2 target AMFs, this is achieved by fetching a new key from the SEAF which in turn could always trigger an authentication procedure. 
Observation 3: When both types of AMF coexist, during mobility, only upgraded target AMFs can take decision to fetch a new key (potentially vertically derived) from the SEAF. The target upgraded AMF does not have to rely on the additional flag in the received UE capabilities IE. The SEAF can either produce a key if it already has one or trigger a new authentication.
When both types of UEs and AMFs coexist, it is possible that the independent SEAF is unable to produce a new AMF key for a target AMF+ simply because the UE has been authenticated last through a phase 1 AMF. In such scenarios, the SEAF must trigger an authentication procedure.

The decision made at the target AMF+ to fetch a new key from the SEAF does not have to depend on the UE capabilities received from the source AMF at all. Should the UE indicate that it supports independent SEAF feature, and should the UE be first served by an AMF+ then the SEAF can simply maintain a context for that UE. Otherwise the SEAF simply disposes of that context. In this case, vertical key derivation will only work for UE+ that happens to be (re-)authenticated by an AMF+. For all other cases, either SEAF is not involved or SEAF is involved but drops the context (after passing the key to a serving legacy AMF) since it would recognize a phase 1 UE.
In the end this is more or less a backward compatibility issue that needs to be taken care of one AMFs supporting independent SEAF are introduced.
Observation 4: In order to resolve backward compatibility issues due to coexistence of both types of UEs. SEAF can for example dispose of the SEAF key for phase 1 UEs if they are initially served by upgraded AMFs so that when the UE moves later on to an upgraded AMF and a request for a key is received, the SEAF can only run an authentication procedure.
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Figure 2: Coexistence of phase 1 and phase 2 AMFs
4
Detailed proposal

It is proposed to agree that there is no need for any features to support an independent SEAF or to address the bidding down problem mentioned in [3] and [4].
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